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E%{éTCPjZMPTCPEJFT@TCPE’jTF i, ERFC 8684 (TCP Em‘ions o g/\ m 2%% mafiten
for Multipath Operftion with Multlple Addresses) HdA - TTCP L SRR e MPTCP SR E’] s TR
OptionsZH (Kind Number30) . - S e, G )575 ﬁ%ﬁﬁy\]n{ﬁ R

. MLinux 5.6 JFMPTCPE Az@%ﬁﬂz, {)?E%E%net/mptcp/ H»ﬁ - ML T ’*ﬁﬁfﬁﬁm A ..
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b % * . = i ; r_i
‘- ’ : . 5 LIE] - - + e
|. ai % _.-' ; e 3 d o r_" ‘It'."_, -
- . T = R
Wi wt B ---J ;r = i
. o A w ';.f"j;'tlnclude <sys/ et A e
: S « = int s = socket(AF_INET, SOCK_STREAM, IPPROTO_MPTCP) g =
‘ . L DN (T (s < 0) / fallback to TCP ° ;‘.f'-r-.-
i "| s = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP); . 58
:'. - ..h.._ s :‘-_.' b =
SetMultipathTCP f Golang
« import ("net” "context")
. --&ﬂ%T Dialer{} # ;uFALL.-frnL‘i‘ MPTCP §F CPython 3.10 &5
d.S tHuL:lme]TfF‘{true} import socket

C,

ln,

=

d.Dial(" tl:_p ; L1l|lZ|r]|

Serverle = &L istenConf jod

err

51

Lc.SEtHuL:iuathTCP{true}
= lc.Listen(context.Background(),
defer Ln.ELnseEj

tcp”, “addr)

" try:

“i s = socket.socket(socket.AF_INET, socket.SOCK_STREAM, socket.IPPROTO_MPTCE)
except
| = socket. sncketlﬁncket AF_INET, SDCkEt SOCK_STREAM, sncket.[ﬁﬁﬂﬁTh_Tfﬁﬂ
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iproute2 Bl A E Z5& B T ip mptep 7%, BIH X SR FEIEHERENEE.
1) & Esubflow #1 add_addr_accetedB9%IE2PREH|, R AEAHS

ip mptcp limits set add_addr_accepted 8

ip mptcp limits set subflows 8

2) BREARMMRHEREEN
ip mptcp endpoint add [ip_addr] [dev name] [id] [signal/subflow]
(AR S5 Msignaltris, % P FsubflowiRiE)
WTRE—ANR LREMKMN Kens3/enssfy TR
ip mptcp endpoint add 10.44.76.151 id 1 dev ens3 signal
ip mptcp endpoint add 10.44.76.152 id 2 dev ens4 signal

BELEE

mptcpd A B ] S 2 BRI M E IR ERL, BB EMPTCPHERZE

fr. HBI, ERAILnuxZITHRIIE SEMmptcpdihc.

1) EEXXfF /etc/mptepd/mptepd.conf, T INBITAELREXHKRBEX
mptcpdfTh  (subflow/signal)

2) systemctl restart mptcp.service

i WMEEmptepdfRSE, NIE T E ¥ NetworkManager 1 fmptepERIE TR A, BEFRIMR,
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Introduce MPTCP #1811
zuiderkwast merged 11 commits into valkey-io:unstable from pizhenwei:mptcp (£Jon Apr 15

) Conversation 78 -0- Commits 11 [Fl Checks 51 Files changed 7

Va I key ) 'ﬁE y\] Re d iS E/\] E g a:l: pizhenwei commented on Mar 3 - edited ~ Contributor

N=WAN 3|z = __ *4H ‘& > = 1% : Multipath TCP (MPTCP) is an extension of the standard TCP protocol that allows a single transport connection to use
B, m— W =ZEH

multiple network interfaces or paths. MPTCP is useful for applications like bandwidth aggregation, failover, and more
—— Ab Mz
IS M REKVEUEE. £ M

resilient connections.

Linux kernel starts to support MPTCP since v5.6, it's time to support it.

N iﬁ’ I:FI 1§ V d l k e y over o 1 The test report shows that MPTCP reduces latency by ~25% in a 1% networking packet drop environment.

M PTC P , -ﬂ- l/){ *E ﬂ' ﬁ*& }E E,\] ] : : Thanks to Matthieu Baerts matttbe@kernel.org for lots of review suggestions.
#ﬁ% . B%{EEEE o " e Proposed-by: Geliang Tang geliang@kernel.org

Tested-by: Gang Yan yangang@kylinos.cn
Signed-off-by: zhenwei pi zhenwei.pi@linux.dev
Signed-off-by: zhenwei pi pizhenwei@bytedance.com

Cc Linux kernel MPTCP maintainer @mattthe

: : ' | © (&)




= 2 5 x : static int anetTcpGene Connect(char *err, c t char *addr, int
595& static int _anetTcpServer(char *err, int port, char *bindaddr, int o cHaF wEbiiFee aaar, IRt TIEGE)
, co  E _addr,
af, int backlog, int mptcp) {

static int anetCreate

int s;
int s = ANET_ERR, rv;

int s = -1, rv; char portstr[6]; /* strlen("e +1; #ifdef S GLOEXEC
char _port[6]; /* strlen("t int port, const ch

struct addrinfo hints, *servinfo, Typ

flags

* Make sure like the benchmark
int af, int backl

will be able to clo: a zillion of times.
eturn ANET_ERR;

} ey TR
for (p servinfo: p MU pEeRpEgErE int ai_protocol = anetTcpGetProtocol(flags & Jef SOCK NONBLOCK
. s = PO S T LTSI if (flags & ANET SOCKET NONBLOCK) {
rv = anetTcpSetMptcp(err, p->ai_protocol, mptcp); int sockflags = ANET_SOCKET_CLOEXEC | ANET_SOCKET_REUSEADDR; o SOCK_NONBLOCK;

if (flags & ANET_CONNECT_NONBLOCK) sockflags |= flags &= ~ANET_SOCKET NONBLOCK;
if (rv ANET_ERR) goto error; ANET_SOCKET_NONBLOCK;
if ((s = HIEEEIEEEd(err, p->ai_family, p->ai_socktype, #endif
5 5 5 ai_protocol, sockflags == ANET_ERR) continue;
SRS socket(p->ai_family, p->ai_socktype, rv)) —P 9s)) ) !
B if (source_addr) {

continue; -
int bound 0; r(err, rror(errno));
Using getaddrinfo sav return ANET_ERR;

HValkey 9.0.0iR RIS, LHARARFELEENRMPTCPEE ], BRI ZRIN--mptcpS £ RN O]
eg:

valkey-cli --mptcp
valkey-benchmark --mptcp

valkey-server --mptcp yes




Valkeyover MPT CP .

L
-
valkey-java
- : . (RIEAT)
#
, . Commit 0390b71
' » &
6 geliangtang auth and Geliang Tang ¢
: . Add MPTCP support to Java Socket/ServerSocket APIs
: This patch inte
' . Adding new constructors in So
parameter to enable MPTCP explicitly
Extending NioSc tImpl to track the MPTCP state and use the appropriate
native methods for
Propagating the MPTCP flag through the socket creation chain via new
" createImpl() ory method

4. E ring backward compatibility by
unchanged

ting constructors

The implementation allows Java applications to use MPTCP seamlessly while
maintaining full compatibility with existing TCP-based code
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Commit 7¢28d5

& geliangtang autho

1d Geliang Tang

Add TCP_MPTCPIFY socket option for MPTCP support

Multipath TCP (MPTCP), as standardized in RFC 8684, is a major
evolution of the TCP ocol. It enables a transport connection to
use multiple network paths simultaneously for redundancy, resilience
and bandwidth its introduction in Linux kernel
it has bec 2y technology for modern networking, particularly o
mobile devices with multiple interfaces (e , Wi-Fi and cellular).
For more deta. , see the project websit

This commit introduces the TCP_MPTCPIFY (t was chi 0
with 'mpt 1 in mptcpd and 'mptcpify' in BCC) socket option to
enable MPTCP support on Linux systems. The implementation includes:

- A new native method mptcpify® in LinuxSocketOptions.c that creates
t and duplicates it to the original file descriptor,
the s MPTCP. Relevant
are d 0 to the new MP
MPTCPIFY optit > a dsoc pti and is
available =
The feature is conditionally compiled using IPPROTO_MPTCP where
supported.

This option mu
ef’

1ling bind() or cennect() to take
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| }'\-I-'él';key'_-ové_r' MPTCp |

b .#ﬁﬁ'(fﬁd*:. B R (latency) .

t EMPTCPget WTCPset WMPTCP set : "
mTCP get WMPTCP get ®TCPset ®MPTCP set

HF = MHeEN % T & valkey-benchmark, Xt Valkey over TCP [J{ % MPTCP
BT .

MK E T 5 1K, 4K IR 16K HIBRE TR, ESNE T get # set
BIEMFH A= rpc AR FEIR B (8] latency,




add MPTCPv1 support #1661

ISRV bmah888 merged 1 commitinto esnet:master from geliangtang:master (CJonJan 18

iperf3——tERir

Y Conversation 5 -0- Commits 1 [l Checks 3 Files changed 8

iperf32 FFREMEMEMNK TR, XHFwHE. TR, X

/E",\ ~ g{?bh_— ‘)r”.l'\[«it ¥ : geliangtang commented on Mar 12, 2024 Contributor
<FIEMNAIN -

3. 19+H}§z'_(i?=_].t|\/| PTCPIZ{i%;ﬂ[JE }EH FMPTCP " g%}]{i%;\yl\lj = The Multipath TCP (MPTCP) protocol (v1 / RFC 8684) has been added in the upstream Linux kernel since v5.6.

ﬁt, Tkﬁﬁyﬂ%ﬁ}xiﬁ%ﬁ%%%Em . e MPTCP is strongly tied to TCP, and the kernel APIs are almost the same. The only required dependency is the
'IPPROTO_MPTCP' protocol number definition, which should be provided by the netinet/in.h header if it is recent enough.
eg:

iperf3 -s --mptcp

This patch adds a new flag '-m' or "--mptcp' to support MPTCPv1. It can be used like this:

iperf3-m-s
iperf3 -c <ip>-m iperf3 -m -c 127.0.0.1

There is no need to check for IPPROTO_MPTCP support in configure.ac at build time, it is at runtime we will see if the

iperf-3.1 9 2025-05-1 6 . kernel being use supports or not MPTCP.

If IPPROTO_MPTCP is not supported by the kernel being tested, it is normal to fail because the feature is not available and

iperf—3.19 2025-05-16 the user explicitly asked to use MPTCP.

Closes: #1659

« Notable user-visible changes . .
Co-developed-by: Paolo Abeni pabeni@redhat.com

iperf3 now supports a --cntl-ka option to enable TCP keepalives
on the control connection. (#812, #835, PR #1423




- 'BCCT Emptopify

BCC——trEzpe

ETBPFEFZHTCPERETERE, SSEREREN

MPTCP, SLELERHARS RIATIE,

0.35.0+ AR AN T mptepify TR, o] EEHTCPERF
BIEERE, MSBREHEAMPTCP, KAERERS

RIATIE.

mptcpify -t redis,iperf3

BEIE W% iFrsync. iperf3. curl. redis. valkeyd] Pi&iT

%7 VIR E T MPTCPEYIEEL

Update debian changelog for release v0.35.!

* Support for kernel up to 6 14
*| New bcc tools: mptcp: enable mptep for tep traffic
* tools/biosnoop: Fix biosnoop pattern option
* Allow cmake run out of the source tree
* Fix for test bpf_stack_id when running on custom image in yoctc
* 1ibbpf-tools/map_helpers: Add bpf_map_lookup_and_delete_batch t
* libbpf-tools/biotop: Use dump_hash for map processing
uninstall: use execute_process() instead of exec_program()
clang: Fix pointer dereference on big-endian machines
ci: Upgrade to ubuntu 24.04
doc update, other bug fixes and example improvement.

+++ b/net/socket.c
@@ -1657,12 +1657,36 @@ struct file »__sys_socket_file(int family, int type, int pro
return sock_alloc_file(sock, flags, NULL);

A hook for bpf progs to attach to and update socket protocol.

A static noinline declaration here could cause the compiler to
optimize away the functien. A global noinline declaration will
keep the definition, but may optimize away the callsite.
Therefore, __weak is needed to ensure that the call s still
emitted, by telling the compiler that we don't know what the
function might eventually be.

__diag_» below are needed to dismiss the missing prototype warning.

__diag_push();
__diag_ignore_all("-Wmissing-prototypes",
"A fmod_ret entry point for BPF programs");

__weak noinline int update_socket_protocel{int family, int type, int protocol)

return protocol;

__diag_pop();

int __sys_socket(int family, int type, int protocol)
{

struct socket ssock;

int flags;

sock = __sys_socket_create(family, type, protocol);
sock __sys_socket_create(family, type,
update_socket_protocol(family, type, protocol));
if (IS_ERR(sock))
return PTR_ERR{sock);

2023-08-16 Merge branch 'bpf: Force to MPTCP'

2023-08-16 selftests/bpf: Add mptcpify test

2023-08-16 selftests/bpf: Fix error checks of mptep open_and_load
2023-08-16 selftests/bpf: Add two mptcp netns helpers

2023-08-16 bpf: Add update_socket_protocol hook

Pythn-CC: support fmdiret attaching
add a useful tool for mptcp #5274

Il VIR chenhenggi merged 3 commits into iovisor:master from Dwyane-Yan:fmod_ret
Q) Conversation 30 © Commits 3 [El Checks 12 Files changed 6

g Dwyane-Yan commented on Apr 9 - edited ~ Contributor

Multipath TCP (MPTCP) serves as an enhancement to the conventional TCP
protocol, enabling a single transport-layer connection to leverage

muiltiple network interfaces. This capability makes MPTCP advantageous
for applications requiring bandwidth consolidation, seamless failover
mechanisms, and more robust connectivity solutions.

Linux kernel starts to support MPTCP since v5.6, and it provides a
fmod_ret interface 'update_socket_protocol' to force applications using
MPTCP instead of TCP without modifyiing its code.

So these patches provide a tool named 'mptcpify’ which can achieve this.
Using python-BCC is a more easy way for future development, so itis so
important to support 'fmod_ret' in python-BCC.

The first patch is suggested by Yonghong:

On Sun, 2024-08-25 at 21:05 -0700, Yonghong Song wrote:

> Gang Yan, could you explore to add fmod_ret support in bee? It should

> be similar to kfunc/kretfunc support. I am happy to review your patches.
when I try to make a commit to kernel. (Link attached below)
https://patchwork.kernel.org/project/netdevbpf/patch/
tencent_1E619C9E44C8C4B2B713A0D6DD45B92BF70A@qqg.com/

@matttbe from the MPTCP kernel team had a look at the new tool.
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